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Abstract: Industry 4.0 technologies can improve not only the performance of manufacturing and assembly
processes, but also the efficiency of related logistic operations can be increased. Within the frame of this article we
show a system for identifying product mixing problems using Industry 4.0 technologies. The identification of loading
unit building equipments and products is based on RFID tags. We used Excel format database file to hold the
binding matrix of the products. We have developed a software that controls our industrial IF30 RFID reader. Our
software performs a product mix detection test as well.
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Problemi s identifikacijom proizvoda pomocu tehnologije 4.0. Tehinologije industrije 4.0 mogu poboljsati ne
samo performanse proizvodnih i montaznih procesa, vec i efikasnost povezanih logistickih operacija. U okviru ovog
rada prikazan je sistem za identifikaciju problema sa mesanjem proizvoda pomocu tehnologije 4.0. Identifikacija
opreme i proizvoda za izgradnju uredaja za utovar temelji se na RFID oznakama. Koriséena je datoteka baze
podataka eksel formata za odrzavanje matrice vezivanja proizvoda. Razvijen je softver koji kontroliSe industrijski
IF30 RFID citac. Predstavijen je softverkoji takode obavija test detekcije miksa proizvoda.

Kljuéne redi: ldentifiacija radio frekvencije, identifikacija proizvoda, problemi sa mesanjem proizvoda, Industrija 4.0.

1. INTRODUCTION case of NP-hard problems [5].
A special field of application of RFID technologies
Radio Frequency ldentification (RFID) can be traced is the healthcare, where patient and medical asset
back to the time of World War II. British aircraft operation management can be supported with Industry
transmitted their own ID back to the enemy-friendly 4.0 technologies and related logistic operations, like
detection system when receiving the radar signals [1]. medical logistics sorting systems can be improved [6-8].
Since then, the system has been further developed, its  Wireless sensor systems and RFID monitoring systems
size miniaturized and its operation optimized. Today, in airport logistics validate the importance of this
RFID systems are available in low frequency (LF), high  technology in the field of security [9]. RFID
frequency (HF), ultra-high frequency (UHF) and technologies are used not only in the case of traditional
microwave options. Active tools have been developed to  manufacturing systems, but they can be applied in the
increase read/write distance. RFID technology has also  case of hybrid or cloud solutions [10]. The integration
been applied in the field of logistics, commerce, of RFID-wireless sensor networks supports decision
pharmaceuticals, animal husbandry, transportation and  models and optimization of logistics systems operations
also service industries. It can also be used in logistics  [11]. Interesting applications can be found in the field of
systems for product identification, tracking and product  academic, logistics, passenger transport [12] or animal
composition determination. intelligent logistics management [13]. Implementation
The theory and application of RFID technology has  of an RFID-based sequencing-error-proofing system for
been researched for more than 70 years. Russian automotive manufacturing logistics shows the impact of
physicist Leon Theremin was the first person, who this technology on quality related processes, like total

created the first RFID device in 1946 [2]. quality management, quality of products and processes
RFID technology is used in various fields of [14].
industry and services. RFID implementation has a great In this paper, we present a system developed to

impact on flexibility, quality, efficiency and availability identify product mixing problems using industry 4.0
of logistic processes because human error consequences  tools. With the help of the developed system, the
can be mitigated for example in general cargo handler  product composition of unit loads can be checked, thus
logistics [3]. The quality of logistics operation can be  possible product mixing problems can be revealed.
increased with the application of identification

technologies because information processing and 2. PROBLEM DESCRIPTION

anomaly mining can be performed based on cloud, fog

or edge technologies [4]. RFID applications can support In practical life, controlling the contents of unit
the operation of complex logistic and material handling  loads often requires significant human resources. Such a
processes and scheduling, assignment and routing case could be for instance checking the composition of
problems can be solved with more efficiency, especially  unit loads stored in intermediate operations warehouses,
by using of heuristic and metaheuristic solutions in the  warehouses, receiving areas. The inspection checks the
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type and quantity of products stored and eliminates any
defects (more or less products, non-compliant products,
etc.). The system presented in the paper has been
developed in order to reduce the manual dismantling of
unit loads and the subsequent control operations.

3. ELEMENTS OF THE DEVELOPED SYSTEM

The integrated logistics system developed in the
laboratory of the Institute of Logistics of the University
of Miskolc has manual and fixed position RFID readers
(Figure 1), antennas with different gains (Figure 2), self-
adhesive, printable and environmentally resistant,

plastic-enclosed labels (Figure 3).

Fig. 3. IT65 small and large passive RFID tags and
Texas Instruments Genz2 tag [15]

Four RF antennas can be connected to the IF30
Intermec UHF RFID reader. The device has general
purpose /O ports (GPIO), an Ethernet network
connector, and an RS232 configuration port. Supported
RFID communication standards: EPCglobal UHF Gen

72

2, 1SO 18000-6h, 1SO 18000-6¢, Philips Version 1.19,
Fairchild G1. Its operating temperature range meets
industry requirements (-20 °C to 55 °C), and its
frequency range is 865, 869 and 915 MHz

Self-adhesive RFID tags were affixed to the unit
load devices (ULD). Additional boxes were placed in
the boxes (Figure 4), which contained additional RFID
devices. We recorded the binding of each product in an
Excel format database (Figure 5). We have developed
software that, on the one hand, controls our industrial
IF30 RFID reader for product identification and, on the
other hand, performs a product mixing detection test
based on the scanned IDs and the database.

Fig. 4. RFID tagged ULD and accessories
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Fig. 5. Excel-based application
4. OPERATION OF THE DEVELOPED SYSTEM

Product IDs should be stored in a database. The
computer that examines the product composition can
use the identifiers in this database to determine whether
the unit load is correct or defective. CSV (Comma-
Separated Values), Excel or MS Access file format can
be used as a database. The Excel file format have been
used for easier editing.

Our database actually contains the product binding
matrix. The first column lists the IDs of each tag (Figure
6). These are unique identifiers. The second column
shows the type of products. In our present system, two
types of identification types are defined. These can be
boxes or accessories. In the third column of the
database, for the accessory type identifiers, it is
specified to which box it belongs.
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The developed application provides an opportunity
to create a new database, edit an existing one and
expand it with new elements. To operate the system, the
reader must be first configured. The network address of
the 1F30, the type of labels and the connected antennas
must be set.

The correctness of the configuration can be checked
by pressing the "Test settings" button. Feedback will be
received on the success of the connection on the
application console. On the same page (Figure 7) it is
the opportunity to test the label reading. The scanned
label ID is also printed on the console. The contents of
the console can be also deleted.
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Fig. 8. Software developed to detect product mixing
problems

5. FUTURE RESEARCH DIRECTIONS

As a possible future research direction, we would
like to use RFID technology to integrate our laboratory
and transform it to a cyber-physical logistics
environment, where warehouse, storages, sorting and
conveyor system, mobile robot, virtual reality module
and a smart bin is integrated and used as an loT
solution. The computational processes can be realized as
cloud, fog or edge computing and the users can access
the whole system through the cloud or a web reporting
application. Solving the future big data problems of the
system, the computational operations regarding the
planning and optimization of the system could be
performed with a supercomputer.
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'Fig. 7. Application configuration page
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Clicking on the “TAG read” tab the main function of
the application can be accessed. By clicking on the
START button, the system continuously reads the IDs
that come into its view. After the IDs are read, the
evaluation is performed automatically (Figure 8). Three
cases are possible. If the product composition is correct,
“Everything is available!”. If something is missing, then
the missing IDs, if there are more products in it than
necessary, then the unnecessary IDs, will be shown.

The application logs the timestamped events to a log
file created from the database name for later processing.
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Fig. 9. Transformation of conventional logistics
environment to cyber-physical system

6. CONCLUSION

In this paper, we have presented in detail a system
developed to identify product mixing problems using



industry 4.0 tools. Self-adhesive RFID tags were affixed
to the unit load devices. Subsequently, multi-stage unit
load formation was implemented using additional RFID
tags. We recorded the binding of each product in an
Excel format database. We have developed software
that, on the one hand, controls our industrial IF30 RFID
reader for product identification and, on the other hand,
performs a product mixing detection test based on the
scanned IDs and the database. The system constantly
reads the IDs that come into its view. The developed
system is able to detect the correct product composition
and the unit loads containing missing or unnecessary
products.
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